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    Firkin

A Plug-based library for building S3-compatible object storage APIs in Elixir.
Firkin handles the S3 HTTP protocol — signature verification, XML response
formatting, operation routing, multipart upload orchestration — and delegates
actual storage operations to a user-provided backend module implementing the
Firkin.Backend behaviour.
Installation
Add firkin to your list of dependencies in mix.exs:
def deps do
  [
    {:firkin, "~> 0.2.3"}
  ]
end
Documentation is published on HexDocs.
Usage
Define a backend module implementing Firkin.Backend:
defmodule MyApp.S3Backend do
  @behaviour Firkin.Backend

  @impl true
  def lookup_credential(access_key_id) do
    # Return {:ok, %Firkin.Credential{}} or {:error, :not_found}
  end

  @impl true
  def list_buckets(_context) do
    {:ok, [%Firkin.Bucket{name: "my-bucket", creation_date: ~U[2024-01-01 00:00:00Z]}]}
  end

  # ... implement remaining callbacks
end
Mount the plug in your router:
forward "/s3", Firkin.Plug, backend: MyApp.S3Backend, region: "us-east-1"
Telemetry
Firkin emits a [:firkin, :request, :start | :stop | :exception] span for
every request. Attach handlers using module/function captures — not
anonymous functions — ideally from your Application.start/2:
:telemetry.attach_many(
  "my-firkin-handler",
  [
    [:firkin, :request, :start],
    [:firkin, :request, :stop],
    [:firkin, :request, :exception]
  ],
  &MyApp.FirkinTelemetry.handle_event/4,
  %{}
)
Stop metadata includes the S3 :operation (e.g. :put_object), the
:bucket, :key, HTTP :status, the authenticated :access_key_id and
(for error responses) the :error_code. See Firkin.Telemetry for the
full event contract.
GitHub Mirror
Eventually, Forgejo will support fully federated operation, but for now there's a mirror of this repository on GitHub - feel free to open issues and PRs there.
Licence
Apache-2.0


  

    Change Log

All notable changes to this project will be documented in this file.
See Conventional Commits for commit guidelines.
v0.2.3 (2026-07-08)
Bug Fixes:
	let dispatch exceptions bubble up to Plug (#36) by James Harton

v0.2.2 (2026-05-09)
Bug Fixes:
	conditionally compile firkin.serve mix task in dev/test only (#4) by James Harton

v0.2.1 (2026-04-21)
Bug Fixes:
	preserve trailing slash in object keys for folder markers (#3) by James Harton

	stop double-encoding the SigV4 canonical URI (#2) by James Harton


v0.2.0 (2026-04-21)
Features:
	emit telemetry events for S3 requests (#1) by James Harton

v0.1.0 (2026-04-21)
Features:
	add mix firkin.serve task and promote Firkin.Backends.Memory by James Harton

	extract S3-compatible server as Firkin from neonfs s3_server by James Harton




  

    LICENSE


                                 Apache License
                           Version 2.0, January 2004
                        http://www.apache.org/licenses/

   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

   1. Definitions.

      "License" shall mean the terms and conditions for use, reproduction,
      and distribution as defined by Sections 1 through 9 of this document.

      "Licensor" shall mean the copyright owner or entity authorized by
      the copyright owner that is granting the License.

      "Legal Entity" shall mean the union of the acting entity and all
      other entities that control, are controlled by, or are under common
      control with that entity. For the purposes of this definition,
      "control" means (i) the power, direct or indirect, to cause the
      direction or management of such entity, whether by contract or
      otherwise, or (ii) ownership of fifty percent (50%) or more of the
      outstanding shares, or (iii) beneficial ownership of such entity.

      "You" (or "Your") shall mean an individual or Legal Entity
      exercising permissions granted by this License.

      "Source" form shall mean the preferred form for making modifications,
      including but not limited to software source code, documentation
      source, and configuration files.

      "Object" form shall mean any form resulting from mechanical
      transformation or translation of a Source form, including but
      not limited to compiled object code, generated documentation,
      and conversions to other media types.

      "Work" shall mean the work of authorship, whether in Source or
      Object form, made available under the License, as indicated by a
      copyright notice that is included in or attached to the work
      (an example is provided in the Appendix below).

      "Derivative Works" shall mean any work, whether in Source or Object
      form, that is based on (or derived from) the Work and for which the
      editorial revisions, annotations, elaborations, or other modifications
      represent, as a whole, an original work of authorship. For the purposes
      of this License, Derivative Works shall not include works that remain
      separable from, or merely link (or bind by name) to the interfaces of,
      the Work and Derivative Works thereof.

      "Contribution" shall mean any work of authorship, including
      the original version of the Work and any modifications or additions
      to that Work or Derivative Works thereof, that is intentionally
      submitted to the Licensor for inclusion in the Work by the copyright owner
      or by an individual or Legal Entity authorized to submit on behalf of
      the copyright owner. For the purposes of this definition, "submitted"
      means any form of electronic, verbal, or written communication sent
      to the Licensor or its representatives, including but not limited to
      communication on electronic mailing lists, source code control systems,
      and issue tracking systems that are managed by, or on behalf of, the
      Licensor for the purpose of discussing and improving the Work, but
      excluding communication that is conspicuously marked or otherwise
      designated in writing by the copyright owner as "Not a Contribution."

      "Contributor" shall mean Licensor and any individual or Legal Entity
      on behalf of whom a Contribution has been received by the Licensor and
      subsequently incorporated within the Work.

   2. Grant of Copyright License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      copyright license to reproduce, prepare Derivative Works of,
      publicly display, publicly perform, sublicense, and distribute the
      Work and such Derivative Works in Source or Object form.

   3. Grant of Patent License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      (except as stated in this section) patent license to make, have made,
      use, offer to sell, sell, import, and otherwise transfer the Work,
      where such license applies only to those patent claims licensable
      by such Contributor that are necessarily infringed by their
      Contribution(s) alone or by combination of their Contribution(s)
      with the Work to which such Contribution(s) was submitted. If You
      institute patent litigation against any entity (including a
      cross-claim or counterclaim in a lawsuit) alleging that the Work
      or a Contribution incorporated within the Work constitutes direct
      or contributory patent infringement, then any patent licenses
      granted to You under this License for that Work shall terminate
      as of the date such litigation is filed.

   4. Redistribution. You may reproduce and distribute copies of the
      Work or Derivative Works thereof in any medium, with or without
      modifications, and in Source or Object form, provided that You
      meet the following conditions:

      (a) You must give any other recipients of the Work or
          Derivative Works a copy of this License; and

      (b) You must cause any modified files to carry prominent notices
          stating that You changed the files; and

      (c) You must retain, in the Source form of any Derivative Works
          that You distribute, all copyright, patent, trademark, and
          attribution notices from the Source form of the Work,
          excluding those notices that do not pertain to any part of
          the Derivative Works; and

      (d) If the Work includes a "NOTICE" text file as part of its
          distribution, then any Derivative Works that You distribute must
          include a readable copy of the attribution notices contained
          within such NOTICE file, excluding any notices that do not
          pertain to any part of the Derivative Works, in at least one
          of the following places: within a NOTICE text file distributed
          as part of the Derivative Works; within the Source form or
          documentation, if provided along with the Derivative Works; or,
          within a display generated by the Derivative Works, if and
          wherever such third-party notices normally appear. The contents
          of the NOTICE file are for informational purposes only and
          do not modify the License. You may add Your own attribution
          notices within Derivative Works that You distribute, alongside
          or as an addendum to the NOTICE text from the Work, provided
          that such additional attribution notices cannot be construed
          as modifying the License.

      You may add Your own copyright statement to Your modifications and
      may provide additional or different license terms and conditions
      for use, reproduction, or distribution of Your modifications, or
      for any such Derivative Works as a whole, provided Your use,
      reproduction, and distribution of the Work otherwise complies with
      the conditions stated in this License.

   5. Submission of Contributions. Unless You explicitly state otherwise,
      any Contribution intentionally submitted for inclusion in the Work
      by You to the Licensor shall be under the terms and conditions of
      this License, without any additional terms or conditions.
      Notwithstanding the above, nothing herein shall supersede or modify
      the terms of any separate license agreement you may have executed
      with Licensor regarding such Contributions.

   6. Trademarks. This License does not grant permission to use the trade
      names, trademarks, service marks, or product names of the Licensor,
      except as required for reasonable and customary use in describing the
      origin of the Work and reproducing the content of the NOTICE file.

   7. Disclaimer of Warranty. Unless required by applicable law or
      agreed to in writing, Licensor provides the Work (and each
      Contributor provides its Contributions) on an "AS IS" BASIS,
      WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
      implied, including, without limitation, any warranties or conditions
      of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
      PARTICULAR PURPOSE. You are solely responsible for determining the
      appropriateness of using or redistributing the Work and assume any
      risks associated with Your exercise of permissions under this License.

   8. Limitation of Liability. In no event and under no legal theory,
      whether in tort (including negligence), contract, or otherwise,
      unless required by applicable law (such as deliberate and grossly
      negligent acts) or agreed to in writing, shall any Contributor be
      liable to You for damages, including any direct, indirect, special,
      incidental, or consequential damages of any character arising as a
      result of this License or out of the use or inability to use the
      Work (including but not limited to damages for loss of goodwill,
      work stoppage, computer failure or malfunction, or any and all
      other commercial damages or losses), even if such Contributor
      has been advised of the possibility of such damages.

   9. Accepting Warranty or Additional Liability. While redistributing
      the Work or Derivative Works thereof, You may choose to offer,
      and charge a fee for, acceptance of support, warranty, indemnity,
      or other liability obligations and/or rights consistent with this
      License. However, in accepting such obligations, You may act only
      on Your own behalf and on Your sole responsibility, not on behalf
      of any other Contributor, and only if You agree to indemnify,
      defend, and hold each Contributor harmless for any liability
      incurred by, or claims asserted against, such Contributor by reason
      of your accepting any such warranty or additional liability.

   END OF TERMS AND CONDITIONS

   Copyright 2026 James Harton

   Licensed under the Apache License, Version 2.0 (the "License");
   you may not use this file except in compliance with the License.
   You may obtain a copy of the License at

       http://www.apache.org/licenses/LICENSE-2.0

   Unless required by applicable law or agreed to in writing, software
   distributed under the License is distributed on an "AS IS" BASIS,
   WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
   See the License for the specific language governing permissions and
   limitations under the License.



  

    
Firkin 
    



      
A Plug-based library for building S3-compatible object storage APIs.
Firkin handles the S3 HTTP protocol — signature verification, XML response
formatting, operation routing, multipart upload orchestration — and delegates
actual storage operations to a user-provided backend module implementing the
Firkin.Backend behaviour.
Quick start
	Implement the Firkin.Backend behaviour
	Mount Firkin.Plug in your router

forward "/s3", Firkin.Plug, backend: MyApp.S3Backend, region: "us-east-1"

      




  

    
Firkin.Auth 
    



      
S3 Signature Version 4 authentication.
Supports both the Authorization header and presigned URL query parameters.
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        authenticate(conn, backend)

      


        Authenticates an incoming request using the backend's credential lookup.
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          @type auth_result() ::
  {:ok, Firkin.Backend.auth_context()}
  | {:error, :invalid_signature | :credential_not_found | :expired}


      



  


        

      

      
        Functions
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          @spec authenticate(Plug.Conn.t(), module()) :: auth_result()


      


Authenticates an incoming request using the backend's credential lookup.
Tries the Authorization header first, then falls back to presigned URL
query parameters.

  


        

      


  

    
Firkin.Auth.SigV4 
    



      
AWS Signature Version 4 implementation for server-side verification.
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    Functions
  


    
      
        build_canonical_request(conn, signed_headers, content_sha256)

      


        Builds a canonical request string per the SigV4 spec.



    


    
      
        build_string_to_sign(amz_date, credential_scope, canonical_request)

      


        Builds a string to sign per the SigV4 spec.



    


    
      
        derive_signing_key(secret_access_key, date, region, service)

      


        Signs a string with the given secret key using the SigV4 key derivation.



    


    
      
        parse_auth_header(arg1)

      


        Parses an AWS4-HMAC-SHA256 Authorization header.



    


    
      
        parse_presigned_params(params)

      


        Parses presigned URL query parameters.



    


    
      
        verify_header_signature(conn, parsed, credential)

      


        Verifies the signature from an Authorization header.



    


    
      
        verify_presigned_signature(conn, parsed, credential)

      


        Verifies a presigned URL signature.
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          @type parsed_header() :: %{
  access_key_id: String.t(),
  credential_scope: String.t(),
  signed_headers: [String.t()],
  signature: String.t(),
  date: String.t(),
  region: String.t(),
  service: String.t()
}


      



  



  
    
      
    
    
      parsed_presigned()



        
          
        

    

  


  

      

          @type parsed_presigned() :: %{
  access_key_id: String.t(),
  credential_scope: String.t(),
  signed_headers: [String.t()],
  signature: String.t(),
  date: String.t(),
  region: String.t(),
  service: String.t(),
  expires: non_neg_integer(),
  amz_date: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      build_canonical_request(conn, signed_headers, content_sha256)



        
          
        

    

  


  

      

          @spec build_canonical_request(Plug.Conn.t(), [String.t()], String.t()) :: String.t()


      


Builds a canonical request string per the SigV4 spec.

  



  
    
      
    
    
      build_string_to_sign(amz_date, credential_scope, canonical_request)



        
          
        

    

  


  

      

          @spec build_string_to_sign(String.t(), String.t(), String.t()) :: String.t()


      


Builds a string to sign per the SigV4 spec.

  



  
    
      
    
    
      derive_signing_key(secret_access_key, date, region, service)



        
          
        

    

  


  

      

          @spec derive_signing_key(String.t(), String.t(), String.t(), String.t()) :: binary()


      


Signs a string with the given secret key using the SigV4 key derivation.

  



  
    
      
    
    
      parse_auth_header(arg1)



        
          
        

    

  


  

      

          @spec parse_auth_header(String.t()) ::
  {:ok, parsed_header()} | {:error, :invalid_signature}


      


Parses an AWS4-HMAC-SHA256 Authorization header.

  



  
    
      
    
    
      parse_presigned_params(params)



        
          
        

    

  


  

      

          @spec parse_presigned_params(map()) ::
  {:ok, parsed_presigned()} | {:error, :invalid_signature}


      


Parses presigned URL query parameters.

  



  
    
      
    
    
      verify_header_signature(conn, parsed, credential)



        
          
        

    

  


  

      

          @spec verify_header_signature(Plug.Conn.t(), parsed_header(), Firkin.Credential.t()) ::
  :ok | {:error, :invalid_signature | :credential_not_found}


      


Verifies the signature from an Authorization header.

  



  
    
      
    
    
      verify_presigned_signature(conn, parsed, credential)



        
          
        

    

  


  

      

          @spec verify_presigned_signature(
  Plug.Conn.t(),
  parsed_presigned(),
  Firkin.Credential.t()
) ::
  :ok | {:error, :invalid_signature | :expired | :credential_not_found}


      


Verifies a presigned URL signature.

  


        

      


  

    
Firkin.Backend behaviour
    



      
Behaviour for S3 storage backends.
Implement this behaviour to provide actual storage operations behind the
S3-compatible HTTP interface. All callbacks receive an auth context map
containing the authenticated identity from lookup_credential/1.
Multipart upload callbacks are optional — the server returns 501 Not
Implemented for multipart operations if they are not defined.
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        put_object(auth_context, bucket, key, body, t)

      


    


    
      
        put_object_stream(auth_context, bucket, key, body, t)

      


    


    
      
        upload_part(auth_context, bucket, key, upload_id, part_number, body)

      


    


    
      
        upload_part_stream(auth_context, bucket, key, upload_id, part_number, body)
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          @type auth_context() :: %{access_key_id: String.t(), identity: term()}
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          @type bucket() :: String.t()
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          @type key() :: String.t()
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          @type s3_error() :: Firkin.Error.t()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      abort_multipart_upload(auth_context, bucket, key, upload_id)


        (optional)


        
          
        

    

  


  

      

          @callback abort_multipart_upload(auth_context(), bucket(), key(), upload_id :: String.t()) ::
  :ok | {:error, s3_error()}


      



  



  
    
      
    
    
      complete_multipart_upload(auth_context, bucket, key, upload_id, parts)


        (optional)


        
          
        

    

  


  

      

          @callback complete_multipart_upload(
  auth_context(),
  bucket(),
  key(),
  upload_id :: String.t(),
  parts :: [{pos_integer(), String.t()}]
) :: {:ok, Firkin.CompleteResult.t()} | {:error, s3_error()}


      



  



  
    
      
    
    
      copy_object(auth_context, bucket, key, source_bucket, source_key)



        
          
        

    

  


  

      

          @callback copy_object(
  auth_context(),
  bucket(),
  key(),
  source_bucket :: bucket(),
  source_key :: key()
) :: {:ok, Firkin.CopyResult.t()} | {:error, s3_error()}
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          @callback create_bucket(auth_context(), bucket()) :: :ok | {:error, s3_error()}


      



  



  
    
      
    
    
      create_multipart_upload(auth_context, bucket, key, opts)


        (optional)


        
          
        

    

  


  

      

          @callback create_multipart_upload(auth_context(), bucket(), key(), opts :: map()) ::
  {:ok, upload_id :: String.t()} | {:error, s3_error()}


      



  



  
    
      
    
    
      delete_bucket(auth_context, bucket)



        
          
        

    

  


  

      

          @callback delete_bucket(auth_context(), bucket()) :: :ok | {:error, s3_error()}


      



  



  
    
      
    
    
      delete_object(auth_context, bucket, key)



        
          
        

    

  


  

      

          @callback delete_object(auth_context(), bucket(), key()) :: :ok | {:error, s3_error()}


      



  



  
    
      
    
    
      delete_objects(auth_context, bucket, list)



        
          
        

    

  


  

      

          @callback delete_objects(auth_context(), bucket(), [key()]) ::
  {:ok, Firkin.DeleteResult.t()} | {:error, s3_error()}


      



  



  
    
      
    
    
      get_bucket_location(auth_context, bucket)



        
          
        

    

  


  

      

          @callback get_bucket_location(auth_context(), bucket()) ::
  {:ok, String.t()} | {:error, s3_error()}


      



  



  
    
      
    
    
      get_object(auth_context, bucket, key, t)



        
          
        

    

  


  

      

          @callback get_object(auth_context(), bucket(), key(), Firkin.GetOpts.t()) ::
  {:ok, Firkin.Object.t()} | {:error, s3_error()}


      



  



  
    
      
    
    
      head_bucket(auth_context, bucket)



        
          
        

    

  


  

      

          @callback head_bucket(auth_context(), bucket()) :: :ok | {:error, s3_error()}


      



  



  
    
      
    
    
      head_object(auth_context, bucket, key)



        
          
        

    

  


  

      

          @callback head_object(auth_context(), bucket(), key()) ::
  {:ok, Firkin.ObjectMeta.t()} | {:error, s3_error()}


      



  



  
    
      
    
    
      list_buckets(auth_context)



        
          
        

    

  


  

      

          @callback list_buckets(auth_context()) ::
  {:ok, [Firkin.Bucket.t()]} | {:error, s3_error()}


      



  



  
    
      
    
    
      list_multipart_uploads(auth_context, bucket, opts)


        (optional)


        
          
        

    

  


  

      

          @callback list_multipart_uploads(auth_context(), bucket(), opts :: map()) ::
  {:ok, Firkin.MultipartList.t()} | {:error, s3_error()}


      



  



  
    
      
    
    
      list_objects_v2(auth_context, bucket, t)



        
          
        

    

  


  

      

          @callback list_objects_v2(auth_context(), bucket(), Firkin.ListOpts.t()) ::
  {:ok, Firkin.ListResult.t()} | {:error, s3_error()}


      



  



  
    
      
    
    
      list_parts(auth_context, bucket, key, upload_id, opts)


        (optional)


        
          
        

    

  


  

      

          @callback list_parts(
  auth_context(),
  bucket(),
  key(),
  upload_id :: String.t(),
  opts :: map()
) ::
  {:ok, Firkin.PartList.t()} | {:error, s3_error()}


      



  



  
    
      
    
    
      lookup_credential(access_key_id)



        
          
        

    

  


  

      

          @callback lookup_credential(access_key_id :: String.t()) ::
  {:ok, Firkin.Credential.t()} | {:error, :not_found}


      



  



  
    
      
    
    
      put_object(auth_context, bucket, key, body, t)



        
          
        

    

  


  

      

          @callback put_object(
  auth_context(),
  bucket(),
  key(),
  body :: iodata(),
  Firkin.PutOpts.t()
) ::
  {:ok, etag :: String.t()} | {:error, s3_error()}


      



  



  
    
      
    
    
      put_object_stream(auth_context, bucket, key, body, t)


        (optional)


        
          
        

    

  


  

      

          @callback put_object_stream(
  auth_context(),
  bucket(),
  key(),
  body :: Enumerable.t(),
  Firkin.PutOpts.t()
) :: {:ok, etag :: String.t()} | {:error, s3_error()}


      



  



  
    
      
    
    
      upload_part(auth_context, bucket, key, upload_id, part_number, body)


        (optional)


        
          
        

    

  


  

      

          @callback upload_part(
  auth_context(),
  bucket(),
  key(),
  upload_id :: String.t(),
  part_number :: pos_integer(),
  body :: iodata()
) :: {:ok, etag :: String.t()} | {:error, s3_error()}


      



  



  
    
      
    
    
      upload_part_stream(auth_context, bucket, key, upload_id, part_number, body)


        (optional)


        
          
        

    

  


  

      

          @callback upload_part_stream(
  auth_context(),
  bucket(),
  key(),
  upload_id :: String.t(),
  part_number :: pos_integer(),
  body :: Enumerable.t()
) :: {:ok, etag :: String.t()} | {:error, s3_error()}


      



  


        

      


  

    
Firkin.Backends.Memory 
    



      
Reference implementation of Firkin.Backend — stores credentials,
buckets, objects, and multipart uploads in a named ETS table.
This module exists for three purposes:
	Reference — every callback in Firkin.Backend has a working
implementation here. Read the source if you're unsure how your
own backend should shape its return values (Firkin.Object,
Firkin.ListResult, Firkin.DeleteResult, etc.).

	Manual testing — the default backend for mix firkin.serve,
letting you drive Firkin from aws CLI / mc / any S3 client
without writing a storage layer first.

	Test double — downstream projects using Firkin-compatible
tooling can point their tests at this backend instead of
standing up MinIO.


Not for production use. All state lives in a single ETS table and
disappears when the owning BEAM process exits. No concurrency controls
beyond ETS atomicity. No persistence. No quotas. No pagination for
ListObjectsV2, ListMultipartUploads, or ListParts.
Usage
Firkin.Backends.Memory.start()
Firkin.Backends.Memory.add_credential("AKID", "SECRET")

forward "/s3", Firkin.Plug,
  backend: Firkin.Backends.Memory,
  region: "us-east-1"
Implements the streaming variants of put_object_stream/5 and
upload_part_stream/6, so the Plug's :max_buffered_put_bytes cap
is bypassed when this backend is used.

      


      
        Summary


  
    Functions
  


    
      
        add_credential(access_key_id, secret_access_key)

      


        Registers an access-key/secret-key credential pair. The identity
stored alongside is %{user: access_key_id} — adequate for demos.



    


    
      
        reset()

      


        Clears all stored state. Leaves the ETS table in place.



    


    
      
        start()

      


        Creates the ETS table if it does not exist and resets all state.



    





      


      
        Functions


        


  
    
      
    
    
      add_credential(access_key_id, secret_access_key)



        
          
        

    

  


  

      

          @spec add_credential(String.t(), String.t()) :: :ok


      


Registers an access-key/secret-key credential pair. The identity
stored alongside is %{user: access_key_id} — adequate for demos.

  



  
    
      
    
    
      reset()



        
          
        

    

  


  

      

          @spec reset() :: :ok


      


Clears all stored state. Leaves the ETS table in place.

  



  
    
      
    
    
      start()



        
          
        

    

  


  

      

          @spec start() :: :ok


      


Creates the ETS table if it does not exist and resets all state.

  


        

      


  

    
Firkin.Bucket 
    



      
Represents an S3 bucket in listing responses.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Firkin.Bucket{creation_date: DateTime.t(), name: String.t()}


      



  


        

      


  

    
Firkin.CompleteResult 
    



      
Result of a CompleteMultipartUpload operation.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Firkin.CompleteResult{
  bucket: String.t(),
  etag: String.t(),
  key: String.t(),
  location: String.t()
}


      



  


        

      


  

    
Firkin.CopyResult 
    



      
Result of a CopyObject operation.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Firkin.CopyResult{etag: String.t(), last_modified: DateTime.t()}


      



  


        

      


  

    
Firkin.Credential 
    



      
Represents an S3 credential pair with an opaque identity.
The identity field is passed through to all backend callbacks as part of
the auth context. The backend can put whatever it needs here — user ID,
tenant, role, etc.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Firkin.Credential{
  access_key_id: String.t(),
  identity: term(),
  secret_access_key: String.t()
}


      



  


        

      


  

    
Firkin.DeleteResult 
    



      
Result of a DeleteObjects (batch delete) operation.

      


      
        Summary


  
    Types
  


    
      
        deleted_entry()

      


    


    
      
        error_entry()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      deleted_entry()



        
          
        

    

  


  

      

          @type deleted_entry() :: %{key: String.t()}


      



  



  
    
      
    
    
      error_entry()



        
          
        

    

  


  

      

          @type error_entry() :: %{key: String.t(), code: String.t(), message: String.t()}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Firkin.DeleteResult{deleted: [deleted_entry()], errors: [error_entry()]}


      



  


        

      


  

    
Firkin.Error 
    



      
S3 error representation.
Backend callbacks return {:error, %Firkin.Error{}} to signal errors.
The :code atom is mapped to the corresponding S3 error code string and
HTTP status by Firkin.Error.to_http_status/1 and Firkin.Error.to_s3_code/1.

      


      
        Summary


  
    Types
  


    
      
        error_code()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        to_http_status(atom)

      


        Returns the HTTP status code for the given error code.



    


    
      
        to_s3_code(atom)

      


        Returns the S3 error code string for the given error code atom.



    





      


      
        Types


        


  
    
      
    
    
      error_code()



        
          
        

    

  


  

      

          @type error_code() ::
  :access_denied
  | :bucket_already_exists
  | :bucket_not_empty
  | :entity_too_large
  | :internal_error
  | :invalid_argument
  | :invalid_bucket_name
  | :invalid_part
  | :invalid_part_order
  | :no_such_bucket
  | :no_such_key
  | :no_such_upload
  | :not_implemented
  | :precondition_failed
  | :not_modified
  | :signature_does_not_match


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Firkin.Error{
  code: error_code(),
  message: String.t() | nil,
  request_id: String.t() | nil,
  resource: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      to_http_status(atom)



        
          
        

    

  


  

      

          @spec to_http_status(error_code()) :: pos_integer()


      


Returns the HTTP status code for the given error code.

  



  
    
      
    
    
      to_s3_code(atom)



        
          
        

    

  


  

      

          @spec to_s3_code(error_code()) :: String.t()


      


Returns the S3 error code string for the given error code atom.

  


        

      


  

    
Firkin.GetOpts 
    



      
Options for GetObject, including range and conditional request headers.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Firkin.GetOpts{
  if_match: String.t() | nil,
  if_modified_since: DateTime.t() | nil,
  if_none_match: String.t() | nil,
  if_unmodified_since: DateTime.t() | nil,
  range: {non_neg_integer(), non_neg_integer()} | nil
}


      



  


        

      


  

    
Firkin.ListOpts 
    



      
Options for ListObjectsV2.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Firkin.ListOpts{
  continuation_token: String.t() | nil,
  delimiter: String.t() | nil,
  fetch_owner: boolean(),
  max_keys: pos_integer(),
  prefix: String.t() | nil,
  start_after: String.t() | nil
}


      



  


        

      


  

    
Firkin.ListResult 
    



      
Result of a ListObjectsV2 operation.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Firkin.ListResult{
  common_prefixes: [String.t()],
  contents: [Firkin.ObjectMeta.t()],
  continuation_token: String.t() | nil,
  delimiter: String.t() | nil,
  is_truncated: boolean(),
  key_count: non_neg_integer(),
  max_keys: non_neg_integer(),
  name: String.t(),
  next_continuation_token: String.t() | nil,
  prefix: String.t() | nil
}


      



  


        

      


  

    
Firkin.MultipartList 
    



      
Result of a ListMultipartUploads operation.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    


    
      
        upload_entry()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Firkin.MultipartList{
  bucket: String.t(),
  is_truncated: boolean(),
  max_uploads: pos_integer(),
  uploads: [upload_entry()]
}


      



  



  
    
      
    
    
      upload_entry()



        
          
        

    

  


  

      

          @type upload_entry() :: %{
  key: String.t(),
  upload_id: String.t(),
  initiated: DateTime.t()
}


      



  


        

      


  

    
Firkin.Object 
    



      
Represents an S3 object returned by GetObject.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Firkin.Object{
  body: iodata() | Enumerable.t(),
  content_length: non_neg_integer(),
  content_type: String.t(),
  etag: String.t(),
  last_modified: DateTime.t(),
  metadata: %{required(String.t()) => String.t()},
  total_size: non_neg_integer() | nil
}


      



  


        

      


  

    
Firkin.ObjectMeta 
    



      
Object metadata returned by HeadObject and used in ListObjectsV2 entries.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Firkin.ObjectMeta{
  content_type: String.t(),
  etag: String.t(),
  key: String.t(),
  last_modified: DateTime.t(),
  metadata: %{required(String.t()) => String.t()},
  size: non_neg_integer(),
  storage_class: String.t()
}


      



  


        

      


  

    
Firkin.PartList 
    



      
Result of a ListParts operation.

      


      
        Summary


  
    Types
  


    
      
        part_entry()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      part_entry()



        
          
        

    

  


  

      

          @type part_entry() :: %{
  part_number: pos_integer(),
  etag: String.t(),
  size: non_neg_integer(),
  last_modified: DateTime.t()
}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Firkin.PartList{
  bucket: String.t(),
  is_truncated: boolean(),
  key: String.t(),
  max_parts: pos_integer(),
  parts: [part_entry()],
  upload_id: String.t()
}


      



  


        

      


  

    
Firkin.Plug 
    



      
Plug that serves an S3-compatible HTTP API.
Mount this plug in your router and provide a backend module:
forward "/s3", Firkin.Plug, backend: MyApp.S3Backend, region: "us-east-1"
Options
	:backend (required) — module implementing Firkin.Backend
	:region — AWS region string for SigV4 scope and GetBucketLocation
(default: "us-east-1")
	:hostname — base hostname for virtual-hosted-style requests.
When set, requests with Host: bucket.hostname extract the bucket
from the hostname instead of the path. Path-style requests continue
to work regardless.
(default: nil — virtual-hosted-style disabled)
	:request_id_prefix — prefix for X-Amz-Request-Id header
(default: "firkin")
	:max_buffered_put_bytes — cap (in bytes) on PUT/UploadPart bodies
when the backend has opted into the buffered put_object/5 /
upload_part/6 path. Bodies exceeding the cap return
413 Request Entity Too Large instead of silently allocating
gigabytes of iodata. Ignored when the backend implements
put_object_stream/5 / upload_part_stream/6. Default:
16384 KiB.


      




  

    
Firkin.PutOpts 
    



      
Options for PutObject.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Firkin.PutOpts{
  content_type: String.t(),
  metadata: %{required(String.t()) => String.t()}
}


      



  


        

      


  

    
Firkin.Telemetry 
    



      
Telemetry events emitted by Firkin.
Firkin emits a single span per HTTP request routed through Firkin.Plug.
Attach handlers in your application start callback using
&Module.function/4 captures — not anonymous functions — so the runtime
can hot-reload your code.
:telemetry.attach_many(
  "my-firkin-handler",
  [
    [:firkin, :request, :start],
    [:firkin, :request, :stop],
    [:firkin, :request, :exception]
  ],
  &MyApp.FirkinTelemetry.handle_event/4,
  %{}
)
Events
[:firkin, :request, :start]
Emitted when a request enters Firkin.Plug.
	Measurements: %{monotonic_time, system_time}
	Metadata:	:method — HTTP method (e.g. "GET")
	:request_path — request path as seen by the plug
	:request_id — value placed in the X-Amz-Request-Id response header
	:telemetry_span_context — reference correlating start/stop/exception



[:firkin, :request, :stop]
Emitted when the request completes (including handled error responses).
	Measurements: %{monotonic_time, duration} (duration in native units)
	Metadata: all start metadata plus	:operation — one of the operation atoms listed below, or :unknown
	:bucket — bucket name or nil (service-level requests)
	:key — object key or nil
	:status — HTTP status code on the response
	:access_key_id — authenticated key id, or nil if auth failed
	:error_code — S3 error code atom when the response was an error,
otherwise nil



[:firkin, :request, :exception]
Emitted when an unhandled exception escapes request dispatch. Firkin
re-raises after emitting this event, letting the exception propagate to
the enclosing Plug pipeline rather than sending its own response.
	Measurements: %{monotonic_time, duration}
	Metadata: all start metadata plus the fields described for :stop
(best-effort — :operation may be :unknown if the exception
happened before classification; :status and :error_code are
nil because no response was sent) and	:kind — :error | :exit | :throw

	:reason — the raised term
	:stacktrace — the captured stacktrace



Operation atoms
The :operation metadata is one of:
	:list_buckets
	:create_bucket, :delete_bucket, :head_bucket, :get_bucket_location
	:list_objects_v2, :list_multipart_uploads
	:get_object, :head_object, :put_object, :delete_object,
:delete_objects, :copy_object
	:create_multipart_upload, :upload_part,
:complete_multipart_upload, :abort_multipart_upload, :list_parts
	:unknown — request did not match any recognised S3 operation


      


      
        Summary


  
    Types
  


    
      
        operation()

      


    





  
    Functions
  


    
      
        classify_operation(method, bucket, key, query, req_headers \\ [])

      


        Classifies an S3 request into an operation atom.



    





      


      
        Types


        


  
    
      
    
    
      operation()



        
          
        

    

  


  

      

          @type operation() ::
  :list_buckets
  | :create_bucket
  | :delete_bucket
  | :head_bucket
  | :get_bucket_location
  | :list_objects_v2
  | :list_multipart_uploads
  | :get_object
  | :head_object
  | :put_object
  | :delete_object
  | :delete_objects
  | :copy_object
  | :create_multipart_upload
  | :upload_part
  | :complete_multipart_upload
  | :abort_multipart_upload
  | :list_parts
  | :unknown


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      classify_operation(method, bucket, key, query, req_headers \\ [])



        
          
        

    

  


  

      

          @spec classify_operation(
  String.t(),
  bucket :: String.t() | nil,
  key :: String.t() | nil,
  query :: map(),
  req_headers :: [{String.t(), String.t()}]
) :: operation()


      


Classifies an S3 request into an operation atom.
Mirrors the routing in Firkin.Plug so the operation can be included in
telemetry metadata without threading it through every handler.

  


        

      


  

    
Firkin.XML 
    



      
XML generation and parsing for S3 protocol messages.
Uses Saxy for both generation (simple form builder) and parsing
(SAX event-based parsing for request bodies).

      


      
        Summary


  
    Functions
  


    
      
        complete_multipart_upload_response(result)

      


        Generates the CompleteMultipartUploadResult XML response.



    


    
      
        copy_object_response(result)

      


        Generates the CopyObjectResult XML response.



    


    
      
        delete_objects_response(result)

      


        Generates the DeleteResult XML response.



    


    
      
        error_response(error)

      


        Generates an S3 error XML response.



    


    
      
        get_bucket_location_response(location)

      


        Generates the LocationConstraint XML response.



    


    
      
        initiate_multipart_upload_response(bucket, key, upload_id)

      


        Generates the InitiateMultipartUploadResult XML response.



    


    
      
        list_buckets_response(buckets)

      


        Generates the ListAllMyBucketsResult XML response.



    


    
      
        list_multipart_uploads_response(result)

      


        Generates the ListMultipartUploadsResult XML response.



    


    
      
        list_objects_v2_response(result)

      


        Generates the ListBucketResult (V2) XML response.



    


    
      
        list_parts_response(result)

      


        Generates the ListPartsResult XML response.



    


    
      
        parse_complete_multipart(xml)

      


        Parses a CompleteMultipartUpload XML request body, extracting parts.



    


    
      
        parse_delete_objects(xml)

      


        Parses a DeleteObjects XML request body, extracting the list of keys.



    





      


      
        Functions


        


  
    
      
    
    
      complete_multipart_upload_response(result)



        
          
        

    

  


  

      

          @spec complete_multipart_upload_response(Firkin.CompleteResult.t()) :: String.t()


      


Generates the CompleteMultipartUploadResult XML response.

  



  
    
      
    
    
      copy_object_response(result)



        
          
        

    

  


  

      

          @spec copy_object_response(Firkin.CopyResult.t()) :: String.t()


      


Generates the CopyObjectResult XML response.

  



  
    
      
    
    
      delete_objects_response(result)



        
          
        

    

  


  

      

          @spec delete_objects_response(Firkin.DeleteResult.t()) :: String.t()


      


Generates the DeleteResult XML response.

  



  
    
      
    
    
      error_response(error)



        
          
        

    

  


  

      

          @spec error_response(Firkin.Error.t()) :: String.t()


      


Generates an S3 error XML response.

  



  
    
      
    
    
      get_bucket_location_response(location)



        
          
        

    

  


  

      

          @spec get_bucket_location_response(String.t()) :: String.t()


      


Generates the LocationConstraint XML response.

  



  
    
      
    
    
      initiate_multipart_upload_response(bucket, key, upload_id)



        
          
        

    

  


  

      

          @spec initiate_multipart_upload_response(String.t(), String.t(), String.t()) ::
  String.t()


      


Generates the InitiateMultipartUploadResult XML response.

  



  
    
      
    
    
      list_buckets_response(buckets)



        
          
        

    

  


  

      

          @spec list_buckets_response([Firkin.Bucket.t()]) :: String.t()


      


Generates the ListAllMyBucketsResult XML response.

  



  
    
      
    
    
      list_multipart_uploads_response(result)



        
          
        

    

  


  

      

          @spec list_multipart_uploads_response(Firkin.MultipartList.t()) :: String.t()


      


Generates the ListMultipartUploadsResult XML response.

  



  
    
      
    
    
      list_objects_v2_response(result)



        
          
        

    

  


  

      

          @spec list_objects_v2_response(Firkin.ListResult.t()) :: String.t()


      


Generates the ListBucketResult (V2) XML response.

  



  
    
      
    
    
      list_parts_response(result)



        
          
        

    

  


  

      

          @spec list_parts_response(Firkin.PartList.t()) :: String.t()


      


Generates the ListPartsResult XML response.

  



  
    
      
    
    
      parse_complete_multipart(xml)



        
          
        

    

  


  

      

          @spec parse_complete_multipart(String.t()) ::
  {:ok, [{pos_integer(), String.t()}]} | {:error, :invalid_xml}


      


Parses a CompleteMultipartUpload XML request body, extracting parts.

  



  
    
      
    
    
      parse_delete_objects(xml)



        
          
        

    

  


  

      

          @spec parse_delete_objects(String.t()) :: {:ok, [String.t()]} | {:error, :invalid_xml}


      


Parses a DeleteObjects XML request body, extracting the list of keys.

  


        

      


  

    
mix firkin.serve 
    



      
Starts a Bandit HTTP server serving Firkin.Plug, suitable for
poking at Firkin with aws CLI, mc, or any other S3 client.
Usage
mix firkin.serve [options]
Options
	--port — listen port (default: 4566)
	--bind — listen IP (default: 127.0.0.1; use 0.0.0.0 to
accept external connections)
	--hostname — base hostname for virtual-hosted-style addressing.
When set, requests to Host: bucket.<hostname> extract the
bucket from the host header. Path-style continues to work.
(default: unset — path-style only)
	--region — AWS region string for SigV4 and GetBucketLocation
(default: us-east-1)
	--backend — fully-qualified backend module (default:
Firkin.Backends.Memory). Any module implementing
Firkin.Backend works.
	--access-key — access key for the seeded credential when using
the default memory backend (default: firkin)
	--secret-key — secret key for the seeded credential when using
the default memory backend (default: firkin-secret)

When --backend is set to anything other than the memory backend
--access-key / --secret-key are ignored; credential setup is the
backend's responsibility.
Example
$ mix firkin.serve --port 9000
Firkin listening on http://localhost:9000/

  AWS_ACCESS_KEY_ID=firkin \
  AWS_SECRET_ACCESS_KEY=firkin-secret \
  aws --endpoint-url=http://localhost:9000 s3 mb s3://demo
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